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> OPC UA Discovery and Security Configuration
> Network Wide Discovery

> Centralized Security Configuration
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PC 1: MyServer
OPC UA Server

opc.tcp://MyServer:4800

» Basic256
* SignAndEncrypt
» Username/Certificate

opc.tcp://MyServer:4800 B

_ Rejected
e Basic128Rsal5 List

» SignAndEncrypt
e Username

Trust List
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PC

Servers register
with LDS

OPC UA

Server
OPC UA

server I 2 LDS
OPC UA /

Server

Registration requires security
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PC 2. MyClient

OPC UA Client

Server Connection List Trust List
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Local Discovery Server (LDS) — Discovery

OPC UA
Client
et
SNap POin s OPC UA
Server
Client need to know server host

FindServers
OPC UA
» Called on known LDS port 4840

» Returns a list of servers

GetEndpoint OPC UA
Server

» Called on server

» Returns server security config
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Connection Configuration

PC 2: MyClient
OPC UA Client

Server Connection List
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Trust List

UA Call to get Endpoints

tEndpoint

Unified

ll:i] Automation

PC 1. MyServer

OPC UA Server
opc.tcp://MyServer:4800 B

Trust List
* Basic256
» SignAndEncrypt
* Username/Certificate

opc.tcp://MyServer:4800 B

: Rejected
* Basicl1l28Rsal5 List

» SignAndEncrypt
* Username
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Connection Configuration

*  The certificate is self-signed, and is not found in the list of trusted certificat... :

PC | fh'll IUnable ko werify the identity of '"OpcDemoServen@lt_dammmatt’ as a trusted server, 1yServer

Possible reasons For this error:

- Your client does naot recognize the Certificate Aukhority that issued the site's cerkificate, \
- The server's certificate is incomplete due to a server misconfiguration, Server
- ‘ol are connecked to a server pretending to be 'OpcDemoServen@lt_dammmatt’, possibly to

obtain your confidential information, z
4800

Server Connec Please notify the server's administrator abouk this problem, Trust List

Before accepting this certificate, vou should examineg this certficate carefully, Are wau willing ko
accepk this certificate for the purpose of identifying the OPC UA Server
'‘OpchemoServer@l_dammmatt'?

Wiew Certificate

{(¥) Accept this certificate permanently

B

Rejected
List

() Do nok accept this certificate and do not connect to this server

]

L O, ] [ Cancel

=
Manual accept on client
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Connection Configuration

PC 2: MyClient PC 1. MyServer
OPC UA Client OPC UA Server

Server Connection List . opc.tcp://MyServer:4800 B
opc.tcp://MyServer:48001 Trust List . Basic256

 Basic256 . Qi
« SignAndEncrypt ” SignAndEncrypt

Trust List

* Username/Certificate

opc.tcp://MyServer:4800 B

: Rejected
* Basicl1l28Rsal5 List

» SignAndEncrypt
* Username

e Username

Client configured
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Connection Configuration

PC 2: MyClient PC 1. MyServer
OPC UAClient  Crea el  OPC UA Server

Server Connection List . opc.tep://MyServer:4800 Trust Li tb
opc.tcp://MyServer:48001 Trust List . Basic256 ust IS

» Basic256 .
: ” » SignAndEncrypt
* SignAndEncrypt 7
g yp « 'Isername/Certificate

e Username
opc.tcp://Mys crver:4800 B

: Rejected
* Basicl28Rsal5 List

» SignAndEncrypt
* Username

Client connect rejected
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Connection Configuration

*  Manage Certificates

Status | Mame walid From Yalid To Crganization Crganizatic Locality Skate Counkry App

$& Untrusted UnifiedautomationUabemo@lt_dammmatt 18.10.2014 11:05:55 Unifiedaotomation  Linit LocationMame DE
W ] : Muremnberg

" Tru - ServerEx/UA Server DE Kep

W Trug Reiect DemoServer@lt_dammmatt 23.03.2010 16:10:11 22.03.2015 16:10:11 Organization Unit LocationMare CE urr:l

" Tru Delete ATIC-OPCUA-3, OPC, SimaticNET.57 26.08.2009 15:02:57 19.05,2039 15:02:57 apc,

" Trug  Open... ateway@lt_dammmatt 24,03, 2010 16:;20:37 23.05.2015 16:20:537 Unified Automation  Dev Schwabach DE Ik_dz Ver

. Cin Certificake LaExpert 11.09.2009 10:31:30 11.09.2010 10:31:30 ascolab devy Erlangen DE Ba opc,

Trust List

4 il >

[ Cpen Certificate Location ] [ Copy UaExpert's Certificake Ta... l [ Create new JaExpert's Certificate, ..

Manual accept on Server
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Connection Configuration

PC 2: MyClient .SecureCt PC 1: MyServer

OPC UA Client OPC UA Server
opc.tcp://MyServer:4800 B

Server Connection List Trust List

opc.tcp://MyServer:48001 Trust List « Basic256

- Basic256 2ate Sessi . Si ==
* SignAndEncrypt SlLEIEIE;

« Username * Username/Certificate

opc.tcp://MyServer:4800 B

: Rejected
* Basicl1l28Rsal5 List

» SignAndEncrypt
* Username

Secure Connection
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> OPC UA Discovery and Security Configuration
> Network Wide Discovery

> Centralized Security Configuration
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Ad-Hoc Discovery/Multicast DNS (mDNS)

Features provided: Advantage:

- Host name resolution No central infrastructure required
without central DNS server
- Find OPC UA servers with

Limitation:
feature list in local network

Works only in local subnet

OPC UA OPC UA
Server Server
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LDS-ME — Announcing Servers

LDS-ME on Server
» Servers are registered with local LDS
» LDS with Multicast Extension (LDS-ME) announces servers

Embedded Server
» Announce themselves in the network

=)

OPC UA
Server

OPC UA
Server
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OPC UA OPC UA OPC UA
Client Client Client

LDS-ME on Client
» LDS-ME provides cache of servers announced in the network
» Client can access list through OPC UA Service from LDS

UA Server
OPC UA OPC UA

Server Server
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PC PC

Register

OPC UA
Server

OPC UA :
Client

FindServersOnNetwork
» Called on local LDS
» Returns a list of servers in the network

GetEndpoint
»  Still called on server — returns server security configuration
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GDS

4
4
4

Central discovery server
Full OPC UA Server

DirectoryType is discovery
Interface with UA Methods

DirectoryType

4
4
4
4

RegisterApplication
UpdateApplication
UnregisterApplication
QueryServers
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Global Directory Service (GDS)

Central Server

GDS

List of registered
DirectoryType UA Servers

Unified
mation
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Central Server

GDS
List of registered
DirectoryType UA Servers
OPC UA > C
S RegisterApplication

Server Setup

» Server registration with GDS
during setup

» Registration requires security
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Central Server

GDS
List of registered
DirectoryType UA Servers

Client

QueryServers

Client Discovery
» QueryServers used to find servers

»  Filter (LIKE string filter) for
o ApplicationName/ApplicationURI
> ProductURI
o Server Capabilities
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PC Central Server
MDNS
GDS
List of registered
DirectoryType UA Servers

Client

QueryServers

Client Discovery

» Local LDS-ME delivers GDS
location (capability filter)

» QueryServers used to find servers
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PC Central Server
MDNS
GDS
List of registered
DirectoryType UA Servers

GetEndpoints

» Server DiscoveryURL from
o GDS QueryServers
o LDS FindServers
o LDS-ME FindServerOnNetwork
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LDS-ME — mDNS GDS
» Ad-Hoc discovery »  Network wide discovery

» Local Subnet » Security can be applied

OPC UA
Client
OPC UA OPC UA
Client I Server

OPC UA
Client
OPC UA OPC UA
Client I Client

OPC UA OPC UA
Server Server
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OPC UA
Server

OPC UA
Server
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> OPC UA Discovery and Security Configuration
> Network Wide Discovery

> Centralized Security Configuration
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Global Directory Service (GDS)

GDS as Certificate Authority

» Central CA Central Server

» Full OPC UA Server

» CertificateDirectoryType is GDS
interface with UA Methods DirectoryType

Pull/Push
Certificates

cAa BB

CertificateDirectoryType

» RequestCertificate

. .. =N
> SlgnCertlflc.a_te ST h h
» RenewCertificate DirectoryType
» CheckRequestStatus
»  GetTrustList
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GDS - Application Setup

Central Server

GDS

OPC UA
Client

Admin DirectoryType

>0 Pull/Push
OPC UA RegisterApplication Certificates

cAa BB
ol o

Server

SignCertificate T

Certificate
DirectoryType

Application Setup

» Application registration with GDS
during setup

»  Signing of application certificate
»  Setup requires security
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GDS - Application Security Update — Pull

Pull

» Applications are clients for GDS i mpe—

OPC UA

Client GDS

DirectoryType
P Pull/Push

OPC UA GetTrustList Certificates
— cA RIK

ol o

Certificate
DirectoryType

Application Security Update

» Frequent update of trust list and
CA revocation list

» Update requires security

© Unified Automation GmbH — All rights reserved.



. I':' Unified
28 | OPC UA Discovery LJ Automation

GDS — Application Security Update — Push

GDS Central Server
Client

OPC UA
Server _
TrustListType

Push
» Client gets trust list from GDS
» Server implements TrustListType

» Client updates server trust list with
latest setting from GDS

GetTrustList GDS

DirectoryType
P Pull/Push

Certificates

cAa BB
ol o

Certificate
DirectoryType
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Global Directory Service (GDS)

Pull Pull or Push

OPC UA OPC UA
Client Server
OPC UA Pull/Push OPC UA
Client Certificates _ Server

List of

Central Administration

C A E E registered

OPC UA E E SASEIVELS OPC UA
Client Server

Find Servers Application Registration

Initial Configuration/Certificate Generation
Update Trust List/Revocation Lists
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Global Directory Service (GDS)

Central Administration

OPC UA
Client

OPC UA
Server

OPC UA OPC UA

Server

Client
Any Any
CA Directory

OPC UA
Client

OPC UA
Server

GDS is OPC UA wrapper around
any directory or CA
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> Discovery used to
> Find servers
> Get security configuration

> Discovery options
> Discover on known port 4840 of a network node
> Use mDNS for ad-hoc discovery in local network
> Use GDS as central discovery server

> GDS for central certificate management
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